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1: Hybrid file sharing scenario

Background
In recent years, small and medium businesses (SMBs) have taken an increasing interest in modernizing 
their datacenters. The immense growth of stored data, the need for greater data security, the cost of 
datacenter leases, hardware updates, and services, and the pressures of regulatory compliance are top-
of-mind issues for key IT and business decision makers. They are taking a deeper look at their current 
on-premises datacenter deployments. Despite some initial reticence, SMBs are discovering the benefits of 
the cloud and hybrid solutions.

In a January 2018 Microsoft online survey of more than 1,700 non-Microsoft IT professionals from several 
countries, 67% of the respondents are using or were planning to deploy a hybrid cloud. Control of where 
data is stored is cited as the top use case by 71% of the respondents, with 69% noting cloud-based back-
up and disaster recovery as a close second. 

For SMBs, specifically, Microsoft Windows Server 2016 is an acknowledged leader among on-premises 
infrastructure solutions.  It was designed to enable a hybrid deployment of workloads and data to the 
cloud for two scenarios: file sharing and database. The new Microsoft Windows Server 2019 extends the 
capabilities of Windows Server 2016 even further. 

In terms of hybrid capabilities with Azure over the 2016 edition, Windows Server 2019 has added storage 
migration service, predictive analytics with System Insights, and Azure network adaptor to easily connect 
Azure virtual networks. Both Windows Server 2016 and 2019 offer the ability to synchronize file servers 
to Azure and virtual machine (VM) protection that replicates workloads running on physical and virtual 
machines from a primary site to a secondary location—which are important to a discussion about hybrid 
cloud deployment. We will refer to these capabilities in the course of the discussion.

For this white paper, the file sharing scenario capabilities of Windows Server 2016/2019 will be discussed. 
The cloud platform used may be from any provider, or in a multi-cloud deployment; but the cloud plat-
form of preference here is Microsoft Azure.

Extending on-premises file solutions to the Microsoft Azure cloud
When businesses move workloads and data to the cloud, their on-premises datacenters often continue 
to play an important role. The term hybrid cloud normally refers to a combination of public cloud and 
private or community cloud solutions. In this series of scenarios, we are considering the connection of 
on-premises datacenters to specific Azure services to bring value and security to the SMB workloads. 
This also helps to create an integrated IT environment that spans both. Some organizations use hybrid 
cloud as a path to migrate their entire datacenter to the cloud over time. Other organizations use cloud 
services to extend their existing on-premises infrastructure.

This paper describes some considerations and best practices for managing file sharing in a hybrid cloud 
solution deploying, centralizing, and synchronizing file shares with Azure File Sync.

When to use a hybrid solution

There are many triggers to considering a hybrid solution, including:

•	 As a transition strategy during a longer-term migration to a fully cloud native solution.

•	 When regulations or policies do not permit moving specific data or workloads to the cloud.

•	 For disaster recovery and fault tolerance, by replicating data and services between on-premises and 
cloud environments.

https://azure.microsoft.com/en-us/blog/a-quick-take-on-the-state-of-hybrid-cloud-survey/
https://www.microsoft.com/en-us/cloud-platform/windows-server-comparison
https://www.microsoft.com/en-us/cloud-platform/windows-server-comparison
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•	 To reduce latency between an on-premises datacenter and remote locations, by hosting part of the 
architecture in Azure.

Challenges
•	 Creating a consistent environment to meet complex needs in terms of security, management, and 

development, and in avoiding the duplication of work. 

•	 Creating a reliable, low-latency, and secure data connection between on-premises and cloud 
environments. 

•	 Replicating data and modifying applications and tools to use the correct data stores within each 
environment. 

•	 Securing and encrypting data that is hosted in the cloud but accessed from on-premises, or vice 
versa.

Network file sharing
In a hybrid cloud architecture, it is common for an organization to keep newer files on-premises while 
archiving older files to the cloud. This is sometimes called file tiering, and, in Azure this is called cloud 
tiering. There is seamless access to both sets of files, on-premises and cloud-hosted. This approach helps 
to minimize network bandwidth usage and access times for newer files, which are likely to be accessed 
the most often. At the same time, there are many benefits of cloud-based storage for archived data.

In Azure, an on-premises tier is accomplished using Azure Files. Azure Files offers fully managed file 
shares that can be accessed with the standard Server Message Block (SMB) protocol, a more robust ver-
sion of Common Internet File System, or CIFS, protocol, mainly used in network-attached storage (NAS) 
systems. Azure Files can be mounted as a file share on a local computer or used together with existing 
applications that access local or network share files.

This white paper provides a walk-through of the hardware, software, and services required to implement 
hybrid file sharing using Azure File Sync to synchronize file shares in Azure Files with on-premises Win-
dows Servers. Azure File Sync also provides cloud tiering between an on-premises file server and Azure 
Files. This lets users keep only the newest and most recently accessed files locally.

File sharing scenario pre-requisites

This file sharing hybrid scenario has a number of pre-requisites.

1.	 A current Microsoft Azure subscription

2.	 A physical Windows Server 2016 host machine

3.	 Two Windows Server 2016 Virtual Machines:

-- A domain controller

-- A file server

4.	 A Windows 10 (1803 version or later) virtual machine client

There are a number of choices for the Azure subscription. If the user already has a current subscrip-
tion, Microsoft Azure Signup section can be safely skipped. A free trial subscription is also available and 
provides a credit and one month of usage. This subscription can be upgraded to a pay-as-you-go (PAYG) 
subscription at the end of the trial, if required.

https://docs.microsoft.com/en-us/azure/storage/files/storage-files-introduction
https://msdn.microsoft.com/library/windows/desktop/aa365233.aspx?f=255&MSPPError=-2147217396
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2: Scenario setup

Microsoft Azure signup
The first step in adopting the hybrid on-premises cloud capabilities of Windows Server 2016/2019 is to 
subscribe to Microsoft Azure. Microsoft offers a free trial subscription that provides an opportunity to 
experience the benefits of the Azure cloud for 12 months of popular services, a credit for US $200, or the 
equivalent in foreign currency, to explore any Azure service for 30 days, and access to more than 25 free 
services. 

Free trial subscription
Use any current version of Microsoft Edge or Internet Explorer (IE) web browser (or any other browser) 
and navigate to https://azure.com, and click Start Free. You will need to click Start Free again on the Cre-
ate your Azure free account today page.

Sign in with an existing Microsoft account or create a new one. (For example, we have used mshybridde-
mo@outlook.com as the identity for this series of hybrid scenarios.) (Note that a Microsoft account can 
have only one free trial of Microsoft Azure.) If you need to sign up for a new Microsoft account, navigate 
to https://outlook.com and choose to create a free account.

https://azure.com/
mailto:mailto:mshybriddemo%40outlook.com?subject=
mailto:mailto:mshybriddemo%40outlook.com?subject=
https://outlook.com/
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Sign in and complete the free trial account using your own business details. Once completed, the Azure 
Portal will be available at https://portal.azure.com. This will start your 12-month free trial subscription, 
with the 30-day free Azure service and the US $200 (or equivalent) credit. 

Once the free month has elapsed, you will still be eligible for more than 25 free services for one year.

Here is a listing of some of those free services:

https://portal.azure.com
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The 30-day free trial and the 12-month free service credit are sufficient to successfully deploy and evalu-
ate all the hybrid scenarios in this series.

You should retain your account and Azure subscription ID details. Without them, you will not be able to 
access your Azure subscription.

Windows Server hybrid file sharing architecture 
A general discussion of setting up the host server and virtual machines follows according to the architec-
ture below.

Windows Server host 
Windows Server 2016 (as well as Windows Server 2019) introduces new features for tenants and reduces 
the total cost of ownership. The hosted server makes the IaaS solution more reliable and robust, and 
improves infrastructure security, even for service providers using other solutions as the IaaS platform.

The scenario in this white paper was created using a twin Xeon CPU server (20 cores) with 256GB of RAM 
and 9 HDDs all 1 TB in size. 

In addition to the installation of the Host OS, virtual machines will need to be set up.

Once Windows Server 2016/2019 is installed with the default settings, a single storage pool will be creat-
ed from the remaining disks. This is followed by creating a 5TB volume for this scenario that is labelled D: 
(the C: system OS disk is 250GB). Both Disks C: and D: should be formatted with NTFS. The configuration 
entails a Microsoft Hyper-V role that uses either Server Manager or PowerShell and the creation of an 
internal switch using Hyper-V Manager or PowerShell. Internet access should be made available for the 
VMs in your trial scenario. There are a number of ways to do this, including using the NetNat feature. 
Next, create an internal virtual switch using Hyper-V Manager or PowerShell.

There are a number of ways of providing internet access for your scenario virtual machines. This scenario 
document uses the newly created NetNat feature in the Windows Server.

Using this feature, a NetNat object is created inside the new virtual switch that provides network address 
translation out of the virtual network to the internet (provided the host has internet access).

To create a NetNat object, open a PowerShell session as an administrator and run Get-NetAdapter to find 
the interface index of a new Virtual Switch, a logical switching fabric. This internal switch will need to 
be renamed like vEthernet (as a SwitchName) and an Interface Description of Hyper-V Virtual Ethernet 
Adapter needs to be created. Take note of its ifIndex to use in the next step.

Roles Installed:
Active Directory Domain Services
Domain Naming Service

HybridDC
Gen2 VM
8GB RAM
4 vCPU
2 x VHDX
1 x VNIC

IP 172.16.0.2
SNM 255.255.255.0
GW 172.16.0.1
(STATIC) Applications Installed:

Azure File Sync Agent 3.2

Roles Installed:
File and Storage Services
(File Server, Data Duplication. File 
Server Resource Manager)

HybridFS
Gen2 VM
8GB RAM
8 vCPU
4 x VHDX
1 x VNIC

IP 172.16.0.2
SNM 255.255.255.0
GW 172.16.0.1
(STATIC)

Applications Installed:
Azure File Sync Agent 3.2

HybridDemoHost

Stack Server:
40 Cores
256GB RAM
9 x 968GB HDD

Hyper-V Role
1 x  vSwitch
(NAT Switch)

NIC
IP 192.168.0.50
GW 192.169.0.1
SNM 255.255.255.0
(STATIC)

NAT Switch
IP 72.16.0.1
SNM 255.255.255.0

https://docs.microsoft.com/en-us/windows-server/storage/storage-spaces/deploy-standalone-storage-spaces
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/get-started/install-the-hyper-v-role-on-windows-server#BKMK_SERV
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/get-started/install-the-hyper-v-role-on-windows-server#BKMK_PWRSH
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/get-started/create-a-virtual-switch-for-hyper-v-virtual-machines#BKMK_HyperVMan
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/get-started/create-a-virtual-switch-for-hyper-v-virtual-machines#BKMK_WPS
https://docs.microsoft.com/en-us/virtualization/hyper-v-on-windows/user-guide/setup-nat-network
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/get-started/create-a-virtual-switch-for-hyper-v-virtual-machines#BKMK_HyperVMan
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/get-started/create-a-virtual-switch-for-hyper-v-virtual-machines#BKMK_WPS
https://docs.microsoft.com/en-us/virtualization/hyper-v-on-windows/user-guide/setup-nat-network
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Create a NAT gateway using New-NetIPAddress in PowerShell:

New-NetIPAddress -IPAddress <NAT Gateway IP> -PrefixLength <NAT Subnet Prefix Length> 
-InterfaceIndex <ifIndex>

You’ll need some network information:

•	 IPAddress: NAT Gateway IP specifies the IPv4 or IPv6 address to use as the NAT gateway IP. 
A common gateway IP is 172.16.0.1 

•	 PrefixLength: NAT Subnet Prefix Length defines the NAT local subnet size (subnet mask).  
A common PrefixLength is 24 -- this is a subnet mask of 255.255.255.0

•	 InterfaceIndex: ifIndex is the interface index of the virtual switch, which you determined in the 
previous step.

Based on the above information, you could run the following to create the NAT Gateway:

New-NetIPAddress -IPAddress 172.16.0.1 -PrefixLength 24 -InterfaceIndex 24

The final step is to configure the NAT network using New-NetNat. 

New-NetNat -Name <NATOutsideName> -InternalIPInterfaceAddressPrefix <NAT subnet prefix>

You will need the network info and NAT gateway from previous steps: 

•	 Name: NATOutsideName describes the name of the NAT network. You’ll use this to remove the NAT 
network.

•	 InternalIPInterfaceAddressPrefix: NAT subnet prefix describes both the NAT Gateway IP prefix from 
above as well as the NAT Subnet Prefix Length from above.

Run the following to setup the NAT network for the scenario described above:

New-NetNat -Name HybridDemoNat -InternalIPInterfaceAddressPrefix 172.16.0.0/24

Software required
If you are building this scenario as a proof of concept and using evaluation media, you will need to 
download the ISO files from the Microsoft Evaluation Center here.

You will need a Windows Server ISO and a Windows 10 ISO (for the Windows Admin Center client).

At the end of host setup, you will need to configure the scenario host.

Scenario host configuration

The host in this example has the following configuration:
Name - HybridDemoHost
CPU 2 x 20 Core, 40 logical processors
RAM - 256GB RAM
HDD - 8 x 900GB HDD
Windows Server 2016 Datacenter Edition
Hyper-V Role
Physical NIC
IP 192.168.0.50 (STATIC)
Gateway 192.168.0.1
Subnet Mask 255.255.255.0

https://docs.microsoft.com/powershell/module/netnat/New-NetNat
https://www.microsoft.com/en-us/evalcenter
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2016
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise
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NAT Switch (vSwitch)
Gateway IP address 172.16.0.1
Subnet Mask 255.255.255.0

Windows Server virtual machine creation
After the host has been built, a Small Business environment should be built. In this case, a single domain 
controller and a file server; in production you should have at least two domain controllers. The following 
steps are needed to create these machines.

Windows Server domain controller
The example SMB company in this scenario has a single-domain Active Directory Domain Services forest, 
hybriddemo.cloud. Because this domain will be extended into Microsoft Azure Active Directory in other 
scenarios, it is not necessary in the file sharing scenario.

Due to the small number of devices in the scenarios, static IP addressing is used rather than DHCP.

The VM that runs the domain controller has the following configuration:
Name HybridDC
Version - Gen2 VM
RAM - 8GB RAM Static
Processors – 4 vCPU
1 x OS VHDX (127GB Dynamically Expanding Disk)
1 x Data VHDX (127GB Dynamically Expanding Disk)
(For production, consider fixed disks)

1 x VNIC connected to the NAT Switch
Network Configuration
IP 172.16.0.2 (STATIC)
SNM 255.255.255.0
GW 172.16.0.1

Install the Windows Server 2016/2019 OS on the VM and add the Active Directory Domain Services role.

You can do this using Server Manager or PowerShell.

The next step is to promote the HybridDC server to a domain controller as the first domain controller in 
a new forest.

The example uses the following settings:

•	 Domain Name - Hybriddemo.cloud

•	 Volume for the sysvol files - D: (best practice for AD files, also NTFS formatted)

Having promoted the server to a domain controller, restart and log in as an administrative user. (The 
best practice is to disable the default administrator user and create a new admin user. In this scenario, 
Labadmin is used.)

The next stage is to create a second VM for the file server and join it to the hybriddemo.cloud domain.

Windows Server file server
The file server will host a storage pool with a storage space and virtual disks to manage the file shares.

Install Windows Server 2016/2019 Standard to the VM configured as below. 

https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/install-active-directory-domain-services--level-100-#BKMK_GUI
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/install-active-directory-domain-services--level-100-#BKMK_PSForest
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The VM to run the File server has the following configuration:
Name - HybridFS
Version - Gen2 VM
RAM - 8GB RAM Static
Processors - 8 vCPU
1 x OS VHDX (127GB Dynamically Expanding Disk)
3 x Data VHDX (127GB Dynamically Expanding Disk)
(For production consider fixed disks)

1 x VNIC
IP address 172.16.0.3 (STATIC)
Subnet Mask 255.255.255.0
Gateway 172.16.0.1

Having installed the operating system, join the file server to the hybriddemo.cloud domain, either by 
using the GUI or PowerShell, you will need credentials for the administrative user you created (or another 
user with permission to create computer objects in the domain).

Once the computer has restarted, log in with the domain admin credentials. (This is not a best practice, 
but useful for this scenario.)

The next step is to add the necessary roles and services using either Server Manager or PowerShell 
for the roles required shown below:

The file server resource manager is not required, but it is very useful on any corporate file server to create 
file screens and quotas. It does not affect the hybrid elements of this scenario.

In addition, install the Windows Server Backup (WSB) feature.

Once completed, we are ready to start the hybrid file sharing scenario.

https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/join-a-computer-to-a-domain
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.management/add-computer?view=powershell-5.1
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File share setup
There are several ways to create a file share in Windows Server. To simplify the process, this document will 
cover the GUI version using Server Manager.

First, create a folder named HybridShare in the F: drive under the Shares folder:

Select File and Storage Services:

Select Tasks and New Share:



Section 2  |  Scenario setup

Windows Server 2016/2019 Hybrid Scenario Series: File Sharing -- |  12

Complete the wizard with the following settings:

Complete the wizard.

If you have some files you want to use, transfer them now to this HybridShare folder.

If you need to create some random files, then you can use the following FSUTIL command:
fsutil file createnew test.txt 52428800

That will create a 52MB file called test.txt

This completes the on-premises setup. In production, you would need to set file permissions for different 
users and groups. This is not required in this scenario.

The next step is to create an Azure File Sync solution to connect to the file share we have just created.

Azure File Sync solution
Azure Files deployment is one of the core services within Azure Storage. Azure Files provides an SMB2.1 
and 3.0 file share service to on-premises and cloud-based clients. A recent extension to this is Azure File 
Sync. Below are some details and a glossary of the terms we will use in setting up the file sync solution for 
our hybridfs1 server.

Azure File Sync turns Windows Server into a fast cache of Azure file share. You can use SMB, NFS, and 
FTPS to access your data locally. You can have as many caches as you need across the world.

Azure File Sync terminology

Storage Sync Service

The Storage Sync Service is the Azure resource for Azure File Sync. It is a peer of the storage account 
resource and can be deployed to Azure resource groups. A subscription can have multiple Storage Sync 
Service resources deployed.
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Sync group

A sync group defines the sync topology for a set of files. Endpoints within a sync group stay synchronized 
with each other. If, for example, you have two distinct sets of files that you want to manage with Azure 
File Sync, you would create two sync groups and add different endpoints to each sync group. A Storage 
Sync Service can host as many sync groups as you need. 

Registered server

The registered server object represents a trust relationship between your server and the Storage Sync 
Service. You can register as many servers to a Storage Sync Service instance as you want. A server can be 
registered with only one Storage Sync Service at a time. However, it is recommended to deploy as many 
storage sync services as needed to separate groups of servers.

Azure File Sync agent

The Azure File Sync agent is a downloadable package that enables Windows Server to be synced with an 
Azure file share. The Azure File Sync agent has three main components: 

•	 FileSyncSvc.exe: The background Windows service that is responsible for monitoring changes on 
server endpoints, and for initiating sync sessions to Azure.

•	 StorageSync.sys: The Azure File Sync file system filter that is responsible for tiering files to Azure Files 
(when cloud tiering is enabled).

•	 PowerShell management cmdlets: PowerShell cmdlets that you use to interact with the Microsoft 
StorageSync Azure resource provider (Windows Server 2016).

Server endpoint

A server endpoint represents a specific location on a registered server, such as a folder on a server 
volume. Multiple server endpoints can exist on the same volume if their namespaces do not overlap 
(for example, F:\share1 and F:\share2). Cloud tiering policies can be created individually for each server 
endpoint. 

If you add a server location that has an existing set of files as a server endpoint to a sync group, those 
files are merged with any other files that are already on other endpoints in the sync group.

Cloud endpoint

A cloud endpoint is an Azure file share that is part of a sync group. The entire Azure file share syncs, and 
an Azure file share can be a member of only one cloud endpoint. If you add an Azure file share that has 
an existing set of files as a cloud endpoint to a sync group, the existing files are merged with any other 
files that are already on other endpoints in the sync group.

Cloud tiering

Cloud tiering is an optional feature of Azure File Sync in which infrequently used or accessed files greater 
than 64 KiB in size can be tiered to Azure Files. When a file is tiered, the Azure File Sync file system filter 
StorageSync.sys replaces the file locally with a pointer, or reparse point. The reparse point represents a 
URL to the file in Azure Files. A tiered file has the “offline” attribute set in NTFS so third-party applications 
can identify tiered files. When a user opens a tiered file, Azure File Sync seamlessly recalls the file data 
from Azure Files without the user needing to know that the file is not stored locally on the system. This 
functionality is also known as Hierarchical Storage Management (HSM).

More information on Azure File Sync can be found here.

The next section describes the steps necessary to configure the Azure File Sync agent.

https://docs.microsoft.com/en-us/azure/storage/files/storage-sync-files-deployment-guide?tabs=portal
https://docs.microsoft.com/en-us/azure/storage/files/storage-sync-files-deployment-guide?tabs=portal
https://docs.microsoft.com/en-us/azure/storage/files/storage-sync-files-planning
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Azure File Sync setup
First, create a storage account in Azure.

Log into your Azure subscription at https://portal.azure.com.

Click Create a resource and choose Storage, as below:

https://portal.azure.com/
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Click Create storage account and enter a storage 
account name (must start with a lowercase letter and 
only contain lowercase letters and numbers). Be sure 
to select the same options as the graphic below.

Choose a locally redundant storage and resource man-
ager account, and enter a region close to your location 
and a memorable resource group name. (Note the 
location of the Azure File Sync agent should be in the 
same location as the storage account).
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Complete the deployment of the storage account as shown:

When complete, click on the storage account and create an Azure file service:

When you select Files, go ahead and create a new file share:
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Once the file share is completed, create a new resource in the same region and the same resource 
group. Select Storage and Azure File Sync:

Complete the Deploy Storage Sync creation blade:
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Having created the sync service as above, go ahead and create a new sync group:

Select the storage account you created earlier and the file share in the file service. In the sync 
group, you will then see a pre-provisioned cloud endpoint.

Before you can add a server endpoint, you need to register the hybridfs1 server with the sync service.

To register the server, download the agent and install it. The process of installation will register the server 
and make it available to become a server endpoint.

You will need the Microsoft Account credentials for your Azure subscription.

The agent is available in two varieties.
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One for Windows Server 2012 R2 and one for Windows Server 2016.

Note that the AzureRM module for PowerShell is a pre-requisite for the agent to successfully install.

Having installed the latest AzureRM PowerShell module, you can continue.
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The wizard completes once you have entered the correct credentials.

Having registered the server, it is now possible to create a server endpoint.

Open the Azure portal at https://portal.azure.com and navigate to your Azure File Sync agent and the 
correct Sync Group.

Add a server endpoint:

Ensure that you select the correct server and enter the correct path (local) for the file share. If you want to 
enable the cloud tiering option, you must ensure the file share is not on the system drive.

The setup is now complete. The files in the Azure file share and the local file share will now synchronize.

Note that files added to the Azure file share will only synchronize once every 12 hours or so while the files 
in the local file share will be synchronized every few minutes. This happens because the Azure file share 
does not support journaling and a scheduled job will carry out the synchronization periodically.

https://portal.azure.com/
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Now that we have a fully functioning file server and a hybrid synchronized solution, we need to ensure 
the data is protected. The plan is to protect the local file share using Windows Server Backup (on-premises) 
and to backup the Azure file share using Azure backup.

In addition, we can use the Azure backup agent to backup the file server to an Azure recovery services 
vault.

Backup and recovery – on-premises
All servers should have a well-defined local backup plan. In this scenario, we are going to use Windows 
Server Backup. For the purposes of this exercise, we are only going to backup the File Server VM data 
and system state. It is a best practice to backup all the VMs and the Host server. You might consider using 
Microsoft System Center Data Protection Manager to provide a complete backup and recovery solution.

We have already installed the Windows Server Backup feature in the original setup. If you did not install 
it, then you can use Server Manager or PowerShell. 

For PowerShell, run this command in an administrative session:

Install-WindowsFeature -Name windows-server-backup`

 -IncludeAllSubFeature -IncludeManagementTools 

Once the feature is installed, the Windows Server Backup application is available in the Tools menu 
of the Server Manager.
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Run the application.

To be able to back up the file shares and the system state, you will need to have an additional external 
disk, a network file share on a different server, or a separate volume on a disk attached to the server. The 
choice is yours.

The best practice here for an SMB would be either an external disk or a network share. For ease of use 
here, we are backing up to a 150GB volume created on a disk in the VM. All backup disks used will be 
cleaned and held exclusively for the use of Windows Server Backup.

Within the WSB application, create a backup schedule to cover the file share folders on the F: drive. You 
can also add the system state. (WSB also provides a bare metal option, which is not included here.)

First step in the schedule backup wizard is to choose the backup type – full or custom. Choose custom.

The next step is to select the files to backup.
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Next, choose the backup times. It’s important to choose wisely for your desired recovery point  
requirements.

Pick the destination type and location.
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Finally, confirm the settings and create the schedule.

This completes the on-premises portion of the backup scenario.

The next stage is to back up the same files into Microsoft Azure to take advantage of the additional secu-
rity and recovery options for cloud storage.

It is worth noting that both Windows Server Backup and Azure Backup provide many more features and 
options than we will be showing in this scenario. This is a starting point to help you begin to extend your 
on-premises solutions into the Azure cloud.
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Backup and recovery (files) – Azure
To backup the file share and system state into Azure requires some infrastructure configuration inside 
your Azure subscription.

If you want to learn more about Azure Backup before deploying it for production, take a look here. Once 
you are ready to get it working, then: 

Navigate to Azure https://portal.azure.com, but do so INSIDE the file server VM.

We need to create a new resource, a Recovery Services vault. This is used to manage and host all your 
backups and data, as well as the site recovery service, if you choose to replicate your on-premises infra-
structure into Azure.

https://docs.microsoft.com/en-us/azure/backup/
https://portal.azure.com/
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Complete the basic details.

Once the vault is created, open the blade and select Getting started under Backup.
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You can use Azure Backup to back up either Azure or on-premises servers:

You can also choose a whole selection of backup types.

Choose System State and Files and folders.
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Choose Prepare infrastructure to pull up a selection of tasks to complete:

If you haven’t opened the Azure portal from within the File Server VM, now is the time to go back and 
redo that. Then download the Windows Server Backup agent and install it.
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Once you have installed the agent, download the vault credentials:

Once the agent is installed, the Azure Backup application (part of the Windows Server Backup applica-
tion) will run the next step. Click Register Server. 

This should take you to the registration wizard for vault identification:
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The server will then contact the Azure vault. Connect using the credentials you just downloaded.
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In the next stage, choose the passphrase for the data encryption and choose Register.

The server and passphrase are now registered.

Once the agent is configured, having just registered the server, you can then create a new backup sched-
ule for file share data and system state.

The Azure wizard is a little more detailed when both file and system state are selected.

First, select the items to back up:
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Then select the system state schedule:

Then select the system state retention policy:

Next, select the files and folders schedule:
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And then choose the files and folders retention policy:

The initial backup option assists if the initial backup is likely to be very large, in which case a different 
process can assist with importing the data to Azure. In our example case, it is a small backup and can be 
carried out over the network.

Finally, confirm the settings and create the schedule:
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When the schedule runs, you can see it in the Azure backup agent on-premises  
and also in Azure itself:

The added benefit is that you can track and manage the backup jobs and data from the Azure portal.

And this completes the setup of the full hybrid solution.

We have built the infrastructure on-premises and the file service in Azure and provided a file sync 
solution, as well as a combined on-premises and Azure backup solution.
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3: Appendix

Windows 10 client running Windows Admin Center (WAC)
Having installed the Windows 10 VM and joined it to the hybriddemo.cloud domain, navigate to and 
download Windows Admin Center: (at least version 1809).

https://docs.microsoft.com/en-us/windows-server/manage/windows-admin-center/understand/windows-admin-center
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To run the application, accept the terms of the License Agreement and install WAC:

If you select use Microsoft update, WAC will be updated when Windows is updated.

To start WAC installation process, choose a port number for the website (default is 6516). If you are not in 
a domain environment, you will need to allow WAC to amend the trusted hosts lists to allow connecting 
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to non-domain joined devices.
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Once installed, WAC will open with a short tour of its features.

You need to add the DC and File server to the console by entering the DNS names into the Add Server 
Connection blade.

If credentials are required, they will be requested.
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Click on hybridfs1 (or the name of your file server)

Explore the overview, the storage area for file shares and the backup. Notice the  
Azure integration for backup:

For more information about Windows Admin Center, check here.

Feel free to explore the other sections of the Windows Admin Center.. You will find that almost all of the 
standard Windows Server management tools are included.

https://docs.microsoft.com/en-us/windows-server/manage/windows-admin-center/understand/windows-admin-center
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