SQL Server
End of Support:

Risk is Real

Why support phases matter — and why upgrading to
SQL Server 2025 reduces risk, cost, and technical debt.

Support Phase Matters
Microsoft SQL Server follows a defined support lifecycle with two distinct phases:
e Mainstream Support — full security updates, bug fixes, performance improvements, and new
features.

o Extended Support — security updates only.

Once a version exits Extended Support, it becomes unsupported, meaning no security updates, no
fixes, and no Microsoft support.

Being out of Mainstream Support limits innovation. Being out of Extended Support creates

material business risk.

SQL Server Support Lifecycle Overview

Mainstream Support Extended Support

Version End Date End Date Risk Level
SQL Server 2025 Jan 6, 2031 Jan 6 2036 @ Lowest - Recommended
SQL Server 2022 Jan 11, 2028 Jan 11, 2033 @ Low - Mainstream Support
SQL Server 2019 Feb 28,2025 Jan 8, 2030 raorfjvrjaz Planning window
SQL Server 2017 Oct 11, 2022 Oct 12, 2027 A Elevated - Extended Support
SQL Server 2016 Jul 13, 2021 Jul 14, 2026 A Elevated - Extended Support
SQL Server 2014 Jul 9, 2019 Jul 9, 2024 A High - Unsupported

SQL Server 2012 Jul 11, 2017 Jul 12, 2022 A High - Unsupported



What it Means to be What it Means to be

Out of Mainstream Support Out of Extended Support
When SQL Server leaves Mainstream Support, Once SQL Server exits Extended Support, the
organizations lose access to innovation: risk profile changes dramatically:
 No new features or performance e No security updates for newly discovered
enhancements. vulnerabilities.
¢ Limited ability to adopt modern data and ¢ Increased exposure to ransomware and
Al workloads. cyberattacks.
¢ Growing technical debt. e Higher likelihood of compliance and audit
¢ Increasing pressure to modernize under failures.
tighter timelines. ¢ No Microsoft technical support.

Additionally risk is compounded when critical third party applications become incompatible
with legacy SQL versions as those applications innovate over time.

Extended Security Updates: A Costly Bridge, Not a Strategy

Microsoft offers Extended Security Updates (ESUs) as a temporary option after Extended Support
ends. While ESUs can reduce immediate risk, they come at a rapidly escalating cost and do not
enable modernization.

e Purchased annually.

e Pricing increases each year.

e Cost is based on a percentage of the SQL Server license.

e Security updates only — no new features or performance improvements.

Typical ESU cost progression (relative to license cost):
e Year 1: ~-50%
e Year 2: ~75%
e Year 3: ~100%

Over time, organizations can spend as much or more than upgrading, while remaining on aging
platforms.

Microsoft’s Own SQL-Specific Warnings
Microsoft explicitly warns that unsupported SQL Server versions:
e Do not receive security updates
e May fail compliance audits
¢ Increase exposure to SQL injection, privilege escalation, and ransomware
e Cannot be fully protected even with compensating controls

Microsoft further notes that Extended Security Updates do not reduce overall attack surface —
they only address known vulnerabilities.

Industry Lessons from Security Incidents

Multiple high-profile security incidents demonstrate the risk of running outdated or poorly
maintained SQL database environments.

TalkTalk (2015) suffered a major breach traced The Norwegian Health Authority (2018)

to SQL injection vulnerabilities, resulting in Unauthorized access to SQL databases holding
regulatory fines and reputational damage. sensitive patient data, triggering public inquiry.
A U.S. voter database exposure (2017) Magecart attacks (2016-2019)

involved an unsecured, internet-facing SQL Exploited SQL injection flaws in legacy

Server containing nearly 200 million records. database environments.

In each case, investigations pointed to outdated platforms, delayed patching, or weak SQL
security controls, with impacts far exceeding the cost of proactive upgrades.



Why SQL Server 2025 Is the Right Destination

SQL Server 2025 is designed to help organizations move beyond lifecycle risk and prepare for
the next generation of data-driven and Al-powered workloads.

Modern security and compliance foundation: Enhanced security capabilities and strong defaults
help protect sensitive data and support evolving compliance requirements.

Longest support runway: Maximum lifecycle coverage reduces future end-of-support pressure
and supports long-term planning.

Lower total cost of ownership: Eliminate recurring ESU fees and enable consolidation on modern
infrastructure to reduce operational overhead and unplanned risk.

Al-ready data platform: Native capabilities and ecosystem integration aimed at Al-powered
applications, including vector and semantic scenarios and tighter alignment with Azure Al
services.

Intelligent performance and optimization: Continued advancements in intelligent query
processing and tuning help improve performance consistency while reducing manual effort.

Why Lenovo + SQL Server 2025

Modernizing SQL Server is also a platform decision. Lenovo servers are engineered to support
SQL Server 2025 workloads at scale:

e Validated configurations for performance and reliability.
o Enterprise-grade security and resilience.
e Designed for hybrid, Al-ready, and future-proof architectures.

Upgrading to SQL Server 2025 is an opportunity to do more than eliminate end-of-support risk—
it is a chance to modernize the entire data platform. When deployed on Lenovo ThinkSystem
servers and ThinkAgile MX systems, organizations gain a solution that is purpose-built for
performance, resilience, and future-ready workloads, including Al-driven applications.

Lenovo
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The Al-ready enterprise database from ground to cloud . MICI‘OSOft
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